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CHAIRMAN’S VIEW

eventually we will be in the firing line. We need
to know more about the threat in order to plan
for it.

FACING UP TO AN INVISIBLE
SUPPLY CHAIN THREAT
In so many respects, there have been very
few surprises in terms of cargo crime in the
19 years since TAPA was founded.
Our intelligence gathering paints a very clear picture of the types of crimes taking place. In
terms of risk management, we know, for example, when and where trucks are most vulnerable
and we have a pretty good insight into the types of M.O. criminals are using to try to steal
products from our supply chains.
Often, the tools of their trade may be as simple
as a knife to slice open the curtain side of a
truck.
Our world, however, is changing. The
biggest emerging threat to business today is
cybercrime. It sounds strange to describe a
criminal activity that already costs some $450
billion a year an ‘emerging threat’ but in terms

of supply chain security thinking it is probably
true that a lot of companies have yet to come
up with a resilient plan to deal with it. That’s
hardly surprising when so many businesses
around the world don't have any plan of action
for a cyber attack, let alone for their supply chains.
This must be addressed because, statistically,
the rate of growth of cybercrime means

A truck travelling in the Netherlands with a million Euros of product
might quite easily be re-directed into the hands of criminals by
someone sat at a PC in their bedroom on the other side of the world.

It is still difficult to comprehend that one
individual sitting in front of their PC at home
can potentially pose such a threat to the
world’s physical and financial security but that
is the reality we are facing. Alongside these
'lone wolf' criminals there are undoubtedly
organised 'cyber gangs' operating all over the
world. A truck travelling in the Netherlands
with a million Euros of product might quite
easily be re-directed into the hands of
criminals by someone sat at a PC in their
bedroom on the other side of the world. And,
as INTERPOL has previously warned, these
individuals are putting their services out to
hire to the highest bidders.
So, cybercrime will be a very strong theme for
TAPA’s conference in November and we hope it
will help every delegate in their understanding
of the threat and what businesses can try to do
to protect themselves.
We have over 340 TAPA EMEA members and
guests registered to attend our conference
and we promise you all a great day and-a-half.
Our other topics include cargo crime in the
Netherlands, the World Customs Organizations’
AEO programme, insurance case studies, an
update from EUROPOL, information about
TAPA’s new 2017 Security Standards and a
preview of our developing plan for a new
secure parking programme to be launched
next year.
I also want to take this opportunity to
welcome Werner Cooreman and Darragh
O’Mahony to our Board of Directors, as well
as Rein de Vries and Falco Hoffman who have
both been co-opted to the TAPA EMEA Board.
I am confident they will all make a valuable
contribution to the ongoing progress of our
Association.
See you in Noordwijk.

Thorsten Neumann
Chairman
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SECURE PARKING
STANDARDS
PROGRESS

CERTIFICATIONS INCREASE 17.2% SINCE THE
START OF 'STEP UP & STAND OUT' CAMPAIGN
Update from Mark Gruentjes, TAPA EMEA
Standards Lead

TOTAL TAPA FSR, TSR & TACSS CERTIFICATIONS

TAPA EMEA members have just been sent a
new edition of the Association’s Certification
Bulletin, which recognises the latest companies to
successfully adopt our Security Standards.

CURRENT STATUS – TO 30 SEPTEMBER 2016

In the Q3 2016 period ended 30 September, there were 51
certifications awarded in 22 countries across the region by
TAPA EMEA and its approved Independent Audit Bodies.
These were achieved by 18 companies overall.

FSR

• Q4 2015 – 517
• Q1 2016 - 558

FSR

Non Members

• Q2 2016 - 578
• Q3 2016 – 606

TACSS

461 56

Members

There are now over 600 certifications in the EMEA region
for the first time and TAPA hopes this will be boosted
in 2017 when the new versions of our Facility Security
Requirements (FSR) and Trucking Security Requirements
(TSR) take effect in July. To date, since the start of
TAPA’s STEP UP & STAND OUT campaign, the number
of certifications has risen 17.2% with growth in all four
subsequent quarters:

TSR

55

TSR

28

4

Members

TACSS

2

Non Members

There are now companies with TAPA certified facilities and
trucking operations in 55 countries in EMEA.

Are you ready for TAPA FSR & TSR certification –
for information contact certification@tapaemea.org

If you need more information about TAPA’s Security
Standards, go to www.tapaemea.org and if you have any
specific questions relating to the certification process,
please contact info@tapaemea.org

LATEST FSR, TSR AND TACSS
SECURITY CERTIFICATIONS
In each issue of this
newsletter, we publish
a list of the TAPA EMEA
members that have
most recently gained
TAPA FSR, TSR or
TACSS certification.
The following companies and
locations were audited by
one of TAPA EMEA’s approved
auditing partners or, in the
case of Class ‘C’ or Level 3
certification, may have been
completed by an in-house
TAPA-trained person.

FSR

Company Name

Country City

Class

FSR

DHL International B.V.

NL

Utrecht

A

FSR

DHL Express

ZA

Johannesburg

A

FSR

TNT Express

SE

Helsingborg

A

FSR

TNT Express

AE

Dubai

A
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U.S. CARGO CRIME

NEW FBI DATA SHOWS A 14.8% RISE
IN CARGO CRIME IN THE U.S. IN 2015,
DOMINATED BY INCIDENTS IN TEXAS
AND TENNESSEE
There were 628 cargo crimes in the
United States in 2015 with a loss value of
$27,872,130, according to new data from
the Federal Bureau of Investigation.

CONTINUED ON PAGE 5

>
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U.S. CARGO CRIME

Collected by the Bureau’s Uniform
Crime Reporting programme, the
number of recorded incidents last year
represents a 14.8% rise on the statistics
published for 2014. The total loss
value for 2015, however, was over $4.7
million lower year-on-year.
The FBI report classifies a cargo crime
as ‘The criminal taking of any cargo
including, but not limited to, goods,
chattels, money, or baggage that
constitutes, in whole or in part, a
commercial shipment of freight moving
in commerce, from any pipeline system,
railroad car, motor truck, or other
vehicle, or from
any tank or storage
facility, station
house, platform,
or depot, or from
any vessel or wharf,
or from any aircraft, air
terminal, airport, aircraft
terminal or air navigation facility, or from
any intermodal container, intermodal
chassis, trailer, container freight station,
warehouse, freight distribution facility,
or freight consolidation facility. For
purposes of this definition, cargo shall
be deemed as moving in commerce at
all points between the point of origin
and the final destination, regardless
of any temporary stop while awaiting
transshipment or otherwise.’
The 2015 report is based on incidents
reported by 121 law enforcement
agencies in 19 U.S. states and shows that
19.7% or $5,492,273 of the goods stolen
were subsequently recovered.

For the second consecutive year, Texas,
Tennessee and Florida were the top
three states for cargo crime. Texas held
onto its top spot with 279 new incidents
in 2015, up 15.7% on the previous year,
while Tennessee recorded the biggest
annual increase, rising 30.2% to 237
incidents. Florida saw cargo thefts
decline 8.6% year-on-year to 53.
Loss figures for Texas and Florida were
similar to their 2014 levels at $13.6m and
$6.3m respectively. The value of losses in
Tennessee was more than $3m lower in
2015 vs. 2014 at just over $6m.
FBI data shows that trucks worth $3.3m
and trailers valued at $2m
were stolen in 2015 across
the U.S., although the
recovery rates for both
were quite high at 69.3%
and 41% respectively. Losses
were recorded in 40 other ‘property’
categories, led by thefts of computer
hardware/software at $3.6m.
The types of locations for cargo crimes
in the U.S. are similar to the EMEA
region. In 2015, 222 of the reported
incidents occurred in Parking Lot/Garage
locations. There were 76 thefts recorded
as taking place at Dock/Wharf/Freight/
Modal Terminal, a further 64 under
the category of Highway/Road/Alley/
Street, and 59 cases of cargo thefts from
Commercial Office Buildings.
Theft from Vehicle accounted for 239 of
the crimes recorded by the Bureau last
year, making this the most frequent type
of offence.

Texas held onto its top spot with 279 new cargo
crimes in 2015, up 15.7% on the previous year, while
Tennessee recorded the biggest annual increase, rising
30.2% to 237 incidents.

TOTAL VALUE OF RECORDED U.S. FREIGHT THEFTS
Number of
crimes
628

Loss value

Loss amount
recovered

% of recovered
goods

$27,872,130

$5,492,273

19.7%

TOP 5 U.S. STATES FOR FREIGHT THEFTS
Number of crimes

Loss value

Recovery rate

Texas

U.S. states

279

$13,697,853

19.7%

Tennessee

237

$6,010,901

7.0%

Florida

53

$6,367, 291

26.3%

TOP 10 TYPES OF PRODUCT STOLEN
Product type

Loss value

% of recovered goods

Computer hardware/
software

$3,687,931

0.8%

Portable electronics
communications

$2,775,131

1.5%

Consumable goods

$2,331,996

39.4%

Radio, TV, VCR

$1,314,365

0.3%

Household goods

$1,121,209

0.1%

Industrial equipment

$1,090,076

0.6%

Clothes, furs

$678,303

4.4%

Drugs, narcotics

$606,403

0.2%

Metals, non precious

$596,317

0%

Alcohol

$594,747

37.2%

MAIN LOCATIONS OF CARGO THEFTS
Location

Number of crimes

% of total

Parking lot/garage

222

35.3%

Dock, wharf, freight,
modal terminal

76

12.1%

Highway, alley, street

64

10.1%

Commercial office
building

59

9.3%

Convenience store

39

6.2%

MAIN TYPES OF INCIDENT
Type
Theft from vehicle
Motor vehicle theft

Number of incidents

% of total

239
84

38%
13.3%

6

NOORDWIJK CONFERENCE

As forecasts indicate cybercrime will have
a cost impact of $6 trillion by 2021, are you
ready for the challenge?
Everyone has heard of cybercrime but do you know all you
need to about one of the biggest threats to global security?
It impacts our personal and business security, the world of
finance, and even political stability.
Even though the cost of cybercrime is
forecast to reach $6 trillion by 2021, a
recent study by the global consultancy firm
PwC found that only 37% of businesses
have a response plan to deal with a
cyber incident. At TAPA’s conference in
Noordwijk, two sessions will give different
insights and perspectives into the threat
with presentations from the banking and
insurance sectors, one of the world’s leading
technology companies, law enforcement and
a leading expert on hostile profiling through
social media and emerging technologies.
The speakers will be:
•	Bart Banning, Sector Banker Transport &
Logistics, ABN AMRO
•	Dennis de Hoog, Managing Consultant, Aon
Global Risk Consulting

• Uwe Rasmussen, Legal Counsel of Microsoft EMEA
•	Garry Jones, Counter Terrorism Security
Coordinator, Protective Security & Cyber
Vulnerabilities, UK Police Service
•	David Benford, Managing Director of
Blackstage Forensics
Setting the scene for his presentation ‘Digital
transformation sets new risk standards for
logistic companies; cyber incidents in logistics
and continuity risks’, Bart Banning says:

“Digitization and data driven ways of working
are inevitable to the transport and logistics
sector. The sector is becoming more and more
reliant on information technology, data and
applications. This provides great opportunities
but also entails new and impactful risks that
potentially have grave consequences. This
research focuses on increasing awareness,
nature and impact of risks spurred by
digitization.”

‘The transport and logistics sector is becoming more and more
reliant on information technology, data and applications. This
provides great opportunities but also entails new and impactful
risks that potentially have grave consequences.’
CONTINUED ON PAGE 7

>
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NOORDWIJK CONFERENCE

As forecasts indicate cybercrime will have a cost impact of $6 trillion by 2021, are you ready for the challenge?: Continued from page 6

TAPA will present its plans for a new secure parking programme in EMEA to delegates in
Noordwijk, its latest initiative to minimise losses in the supply chain.

He will look at cases involving malware,
phishing and ransomware and their
real impact on business continuity to
encourage the transport and logistics
sector ‘to actively work on the prevention of
cybercrime incidents to avoid business risks
and ensuring continuity.’

The morning of Day 2 in Noordwijk will
also give delegates the opportunity to
participate in one of three breakout
sessions, which are focused on:

Latest statistics show that every second
12 people online become a victim of
cybercrime – that’s more than one million
victims around the world every day.
The special focus on cybercrime at the
conference will also include time for a Q&A
with the speakers.

•	An update on the new TAPA Security
Standards that come into force in
July 2017

As always at a TAPA conference, the agenda
will also include updates on cargo risk and
supply chain resilience initiatives in the
country hosting the event. In Noordwijk,
TAPA members will hear updates from
Dutch police and customs officials as well
as the TAPA Taskforce Netherlands. TAPA
also welcomes EUROPOL to hear its latest
views on cargo crime across the continent.
The insurance sector is also well
represented in Noordwijk with a
presentation by the International Union
of Maritime Insurance (IUMI) that includes
its positon on cargo theft, and a case
study by AIG Client Risk Solutions, which
brings leading experts together to assist
companies in reducing their total cost
of risk.

•	TAPA’s plans for a new Secure Parking
Programme in EMEA

•	A Technology Update including a look
at SYSNAV
Therese Martinez, Professional Associate
of the World Customs Organization (WCO)
will also provide an update on cooperation
between the WCO and TAPA on security
requirements in the international supply
chain with a particular focus on the
Authorised Economic Operator (AEO)
programme and its security requirements
and standards.

Registered
delegates can
find all the
information
they need
about the
conference
on the TAPA
EMEA
website.

NOORDWI
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Delegates at the Noordwijk conference will have a choice of
three break-out sessions looking at TAPA’s new secure parking
programme, the 2017 FSR and TSR Security Standards, and a
Technology Update.
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IIS NEWS

WHY THE FOCUS ON CYBERCRIME?

$2.1 trillion

TAPA EMEA’s conference in
Noordwijk devotes two sessions to
the threat of cybercrime; criminal
activity by means of computers or
the Internet. Here are just a few
statistics to explain why it is now
one of the hottest topics on every
security professional’s agenda:

The projected cost of cybercrime by 2019

$7.5bn

Forecast size of the market for cyber
security products and services by 2020

Size of the projected cyber insurance
market by 2020

TOP 5

Countries for cybercrime,
according to a study by
BusinessWeek/Symantec, are
(1) USA (2) China (3) Germany
(4) United Kingdom and (5) Brazil

$450bn
38%

Of smartphone users
have reportedly been a
victim of cybercrime

3.4bn
$175bn
68%
Of funds stolen in
cyber attacks are
unrecoverable, one
report states

600,000 20x

Accounts on one social media channel alone
are said to be compromised every single day

73% 230,000

Of Americans have
reportedly fallen victim
to cybercrime

Number of new malware – hostile/intrusive
software - samples said to be created every day

One estimate of what cybercrime currently costs the
global economy every year, more than the market
cap of many of the world’s leading companies

556m
People are said to fall
prey to cyber criminals
annually

37%
$1 billion $38.5bn
A study by consultants PwC found only 37% of organisations have a cyber
incident response plan in place – even though 61% of CEO’s said they are
concerned about cyber security

One cybercrime ring in Eastern Europe is
reported to have stolen $1 billion in two years
from 100 different banks in some 30 countries

People use the internet,
that’s over 46% of the global
population

MyDoom, said to be the most expensive virus
in the world, is reported to have caused $38.5
billion of financial damage

A report states
you are now 20x
more likely to be
robbed while at
your computer
by a criminal
based overseas
than held up in
the street

$100m

The FBI’s ‘most wanted’ list is said to
contain cyber criminals individually
responsible for losses of more than $100m

200% 99%
Rise in the average
cost of cybercrime in
the last 5 years

Of computer users
could be at risk
due to software
vulnerability

£4.1m

Ponemon Institute’s ‘2015 Cost of Cyber
Crime Study: United Kingdom’ stated that the
mean annualised cost of cyber crime to large
organisations in the UK is now £4.1 million per
year, a year-on-year increase of 14%.
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TECH UPDATE

WHAT’S NEW IN TECHNOLOGY?
CCTV
•	WCCTV Body Cam CONNECT offers
real time, live transmission of video
and audio on the move. The unit
utilises mobile technology (4G LTE
with automatic fallback) to provide
remote access to live video and GPS
location information in both overt
and covert environments.
Click here to find out more

EYE

ON TECH

Werner
Cooreman

•	Axis has published a paper on TCO
(total cost of ownership) for CCTV,
presenting the results of a study
conducted in 2015 and ultimately
producing a model with 40 costs
relating to system components and
stages. The model is populated with
the example of a city surveillance
project. The analysis looks at how
hardware, software, installation,
maintenance and operation costs
combine towards the total cost of
ownership. The paper also looks
at how different technologies and
approaches can be used to reduce
the overall TCO.
To read more click here

SEE IT
SEND IT
Over 50% of the intelligence gathered by
TAPA’s Incident Information Service (IIS) is
generated from media reports.

ACCESS CONTROL
•	Market data paints a clear picture;
access control is going more wireless.
Read more here

CARGO SECURITY
•	The Swiss Arviem AG and the
American Powers International
LLC have announced a partnership
to verify cargo and monitor the
movement of global shipments
between the United States and the
European Union.
You can find out more here
•	U.S. Customs announces important
C-TPAT carrier criteria upgrades.
Read about the changes here

Please note that
none of the
items covered in
this section are
endorsed by TAPA.

WELCOME OUR
LATEST MEMBERS
Please join us in welcoming the latest
companies to join TAPA EMEA:
Company

If you see a reported cargo crime
incident, just take a second and send
the news link to iis@tapaemea.org
TAPA INTELLIGENCE DRIVES A SECURE SUPPLY CHAIN

Country

Brdr. Jensen Slimminge ApS

DK

General Logistics Systems B.V.

DE

www.gls-group.eu
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DATA FOR SEPTEMBER 2016

CARGO CRIME MONITOR
€80,512

CARGO
THEFT BY
COUNTRY
SEPTEMBER 2016

AVERAGE LOSS VALUE
LAST MONTH

17

168

1

Sweden - 17 (10.1%)

Russia - 1 (0.6%)

67
50

UK - 67 (39.9%)

NEW CARGO THEFT
INCIDENTS RECORDED
DURING THIS MONTH

1

Netherlands - 50 (29.7%)

1
3

21

Belgium - 1 (0.6%)

Kenya - 1 (0.6%)

South Africa - 3 (1.8%)

1

Hungary - 1 (0.6%)

1

France - 2 (1.2%)

Andora - 1 (0.6%)

Deceptive Pick-up of
Computers/Laptops at
an Authorised 3rd Party
Facility in London on 19
September.

1

Germany - 21 (12.5%)

2

BIGGEST LOSS:

Poland - 1 (0.6%)

1

8

2

Italy - 2 (1.2%)

CRIMES CLASSIFIED AS
‘MAJOR’ INCIDENTS
WITH LOSSES IN
EXCESS OF €100,000

Number of incidents in month

CARGO THEFT INCIDENTS BY PRODUCT
SEP
2016

4 (2.4%)
TYRES

61 (36.3%)

20 (11.9%)

13 (7.7%)

UNSPECIFIED

MISCELLANEOUS

FOOD & DRINK

FURNITURE/HOUSEHOLD APPLIANCES

4 (2.4%)

3 (1.8%)

3 (1.8%)

3 (1.8%)

TOYS/GAMES

PHARMACEUTICALS

BICYCLES

TOOLS/BUILDING
MATERIALS

13 (7.7%)

12 (7.1%)
COSMETICS &
HYGIENE

12 (7.1%)

7 (4.2%)

7 (4.2%)

CLOTHING &
FOOTWEAR

COMPUTERS/
LAPTOPS

2 (1.2%)

2 (1.2%)

1 (0.6%)

1 (0.6%)

CASH

TOBACCO

METAL

CAR PARTS

NO LOAD
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IIS NEWS

168 NEW INCIDENTS REPORTED TO TAPA IN SEPTEMBER PUTS 2016
ON COURSE TO RECORD A FIVE-YEAR HIGH FOR FREIGHT THEFTS

Generally, people get a lot of
satisfaction out of setting new
records but not when it relates to
crime statistics.
Nine-month data for freight
losses reported to TAPA’s Incident
Information Service (IIS) puts 2016
firmly on course to set a new five-year
record for the number of incidents
recorded in the Europe, Middle East
and Africa (EMEA) region. As is the case
with any database, new information
is being added all the time so for the
purpose of this article, the numbers
of incidents quoted relate to crimes
reported each month in Vigilant.
The statistics speak for themselves.
However much they act as a tribute to
the increase in reporting to IIS, notably
by law enforcement agencies, the
growth rate is alarming. In 2015, the
highest monthly incident rate reported
in Vigilant was 80 in September. In the
opening nine months of 2016, every
single month has exceeded that level
and January, with 92 crimes, is the
only month this year not to see threefigures in new freight incidents.

The 1,314 crimes captured by IIS and
reported in Vigilant for the year to
30 September 2016 show a 139.7%
rise in reported thefts or attempted
thefts from supply chains across EMEA.
With three months of incident reports
still to be added to the year-to-date
numbers, 2016 should pass the 2015
total of 1,515 crimes by some margin.
September 2016 saw a further 168
new cargo crimes reported to TAPA
EMEA’s IIS in 13 countries across the
region, including eight incidents
involving losses in excess of €100,000;
five occurring in the United Kingdom,
two in Sweden and one in the
Netherlands. Overall, 71 or 42.3%
on the recorded crimes last month
provided a value. These produced a
combined loss figure of €5,716,372
and an average loss for September of
€80,512.

1.2%
3.5%
4.8%
5.4%
5.4%

18.5%

TYPE OF
LOCATION

32.7%

September 2016

26.1%

Number of incidents
Unsecured Parking – 55 (32.7%)

Secured Parking – 8 (4.8%)

Unknown – 44 (26.1%)

Services 3rd Party Facility – 6 (3.5%)

Road Transportation Facility – 31 (18.5%)

Railway Operation Facility – 2 (1.2%)

Origin Facility – 9 (5.4%)

Destination Facility – 2 (1.2%)

En Route – 9 (5.4%)

Authorised 3rd Party Facility – 2 (1.2%)

CONTINUED ON PAGE 12

>
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IIS NEWS

168 new incidents reported to TAPA in September puts 2016 on course to record a five-year high for freight thefts: Continued from page 11

A Deceptive Pick-up of Computers/
Laptops from an Authorised 3rd
Party Facility in West Drayton,
London, produced the highest loss
in the month of €2,301,663. On
19 September, offenders with an
HGV and semi-trailer arrived at the
facility and used false collection
paperwork to steal the products.

the A43 road north of Kettering,
Northamptonshire. Hundreds of
bottles were stolen in the incident
which was discovered when the
driver woke up around 02:00hrs on
5 September and
saw the damage
to the trailer.

1.2%
0.6%

1.8%

2.4%
2.9%
8.9%

TYPE OF
INCIDENTS

79.2%

September 2016

€145,557

10 days earlier, 9 September, the
second biggest loss occurred in
Sweden with the theft of six pallets
of designer jackets in Halland
County on the country’s western
coast. Aside from the €363,995
loss value, few other details are
available. This was the second
major cargo loss in Sweden during
the month and followed the theft
of over five pallets of Computers/
Laptops worth €103,998 from a
locked trailer in Västra Götaland on
1 September.

Attackers woke a driver sleeping
in his cab on 12 September
threatened him with a gun and
kidnapped him before stealing his
tractor unit, trailer and a shipment
of copper in Walsall in the West
Midlands. The driver and the tractor
unit where later found abandoned
nearby.

Number of incidents
Theft from Trailer – 133 (79.2%)

Theft – 3 (1.8%)

Theft of Vehicle – 15 (8.9%)

Theft of Trailer – 2 (1.2%)

Truck Theft – 5 (2.9%)

Theft from Container – 1 (0.6%)

Hijacking – 4 (2.4%)

Robbery – 1 (0.6%)

Theft from Facility – 3 (1.8%)

Fraud – 1 (0.6%)

0.6%

The four other major cargo losses
reported to IIS in the UK were:

4.8%

€244,536
On 15 September, thieves cut
open the curtain side of a parked
and attended HGV semi-trailer in
Raunds, rural Northamptonshire,
to identify the cargo inside before
cutting the trailer’s rear door lock
and seals and stealing a shipment
of televisions valued at €244,536.

€157,511
Vodka was the target when
thieves cut open the curtain of
a trailer parked in an unsecured
parking location in a lay-by on

2.9%

€141,286
This Theft of Vehicle in Banbury,
Oxfordshire, on 5 September saw
thieves make a forced entry into
the yard of an Origin Facility to steal
an unattended semi-trailer loaded
with home lighting products. The
offenders
used their
own tractor
unit in the
theft.
The other
major loss
last month
involved an
incident in
the Netherlands but TAPA has been
asked not to share information on
this crime.

26.8%

TYPE OF
M.O.

64.3%

September 2016

Number of incidents
Intrusion – 108 (64.3%)

Deceptive Pick Up – 1 (0.6%)

Unknown – 45 (26.8%)

Deception Other – 1 (0.6%)

Violent & Theft with Violence – 8 (4.8%)
Theft from Moving Vehicle – 5 (2.9%)

CONTINUED ON PAGE 13

>
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IIS NEWS

168 new incidents reported to TAPA in September puts 2016 on course to record a five-year high for freight thefts: Continued from page 12

The UK was also the country to record
most supply chain losses in September
with a value between €50,000 and
€100,000. 18 of the 20 reported
incidents in this loss range took place
in the UK, with 10 of these crimes
occurring in Northamptonshire. The
other two losses were in Poland and
Sweden. Incidents included:

•	The theft of €70,000 of frozen fish in
Szczecin in northwest Poland on 25
September

•	The theft of car tyres valued at
€82,676 in Rugby, UK, on 6 September

• €
 51,999 theft of shoes stolen from
a truck in Malmo, Sweden, on 1
September

•	Loss of €77,580 of Clothing
& Footwear in Colsterworth,
Lincolnshire, in the UK on 6
September
•	A shipment of shoes worth €76,404
stolen from a trailer at an unsecured
parking location in Wellingborough,
UK, on 6 September

Thefts of Food & Drink and Furniture/
Household Appliances – both with 13
incidents in September – headed
the list of 14 TAPA IIS product
categories to record losses last
month. TAPA was also notified
of thefts from supply chains in
which cargo thieves targeted
Cosmetics & Hygiene, Clothing &
Footwear, Computers/Laptops,
Tyres, Tools/Building Materials,
Toys/Games, Pharmaceuticals,
Bicycles, Cash, Tobacco, Metal and
Car Parts.
The proactive sharing of monthly
incident data by British and

database. One new country to appear in
the monthly report was Andorra, which
recorded a Theft of Vehicle crime on 26
September. In this incident, the offender is
reported to have stolen a Dutch-registered
truck in Andorra and driven it to the Polish/
Russian border, where he underwent a
random security check. Officers discovered
the vehicle was stolen after checking the
trailer’s registration against an international
database and the driver was arrested.

•	
€63,152 of electrical products in a
Theft from Vehicle incident in Derby,
UK, on 14 September
•	
€56,077 loss of Computers/Laptops
in Accrington, UK, on 13 September in
another Theft from Vehicle crime

More detailed information is available
for TAPA members
in the passwordprotected,
online Incident
Information Service
(IIS) database.

Dutch law enforcement agencies meant
these remained the two highest countries
for reported cargo crimes in September.
The 67 new incidents in the United
Kingdom represented 39.9% of the
monthly total, while the Netherlands
accounted for a further 29.7% with 50
recorded freight theft incidents.
Germany and Sweden were the
other two countries with multiple
cargo thefts during the month.
Germany was the location of 21
newly-reported thefts – 12.5% of
the overall September total –
ahead of 17 in Sweden, 10.1%
of all crimes recorded in the IIS

Unsecured Parking continued to be the
most recorded type of location for incidents
of cargo crime. It was the location stated in
55 or 32.7% of crimes. There were also an
exceptionally high number of incidents that
quoted the location as Road Transportation
Facility, 31 or 18.5% of the September total.
In 44 or 26.1% of cases, the location was
unknown. Theft from Trailer was by far the
most reported type of incident. It
featured in 133 or 79.2% of
last month’s reports to
IIS. Theft of Vehicle was
second highest with 15
incidents or 8.9%.
In 108 or 64.3% of crimes
reported to TAPA in
September, Intrusion
was the M.O. used by
criminals. There were
eight cases involving
the M.O. of Violent &
Threat with Violence.
IIS also recorded five
cases involving Theft from
Moving Vehicle, two in Germany, two
in Sweden and one in the Netherlands.
Whereas, typically, such crimes involve the
thefts of products in small packages, the
incident in Halland County in Sweden on
22 September is said to have involved the
theft of eight electric bicycles.
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IIS NEWS

RECORD BREAKER
After nine consecutive months of year-on-year increases in cargo crime incidents recorded by
TAPA EMEA’s Incident Information Service (IIS), 2016 looks set to become the worst 12 months for
reported supply chain losses in over five years – a record nobody wants.
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WORLD NEWS

POLICE INTERCEPT TRUCK
HIJACKERS IN INDIA

CALIFORNIA GOVERNOR VETOES BILL TO STEM CARGO THEFTS
Vigilant has previously reported the problems being faced by tree nut farmers in California that have
suffered a spate of cargo thefts over the last year. One report highlights 158 separate incidents with a
combined loss value of $18.7 million.

Five alleged truck hijackers have been arrested
by police in Meerut in the Indian state of Uttar
Pradesh. The gang is said to have been involved
in a series of hijacks in which they would drive
another truck in front of the target vehicle to
force it to stop. Drivers, who were threatened
with a gun, were driven to a remote location and
abandoned after the offenders had taken their
vehicles. The gang’s luck ran out when they were
cornered by police in a hijacked vehicle and were
arrested following a gunfight with officers.

Thieves have reportedly been posing as legitimate truck drivers and used fake documentation to help
them pick up shipments of freshly-picked almonds, walnuts, cashews and pistachio nuts. Media reports
in the U.S. claim that some losses have stemmed from criminals hacking into truck routing systems to
redirect unsuspecting truck drivers to locations where thieves are waiting to take their cargoes.
Hopes of a deterrent were raised when a bill was put before the California statehouse to
‘establish a working group to combat agricultural cargo theft. The bill was initially
approved with unanimous consent only to be vetoed by governor Jerry
Brown. While acknowledging that addressing the cargo thefts is a priority, he
said the goals of the bill can be achieved without the need for ‘another law’.
Gov. Brown has directed the California Highway Patrol to identify ways to tackle
the problem.

The ringleader of a cargo theft network
believed to have been active in New Jersey,
U.S, for around 20 years, has been sentenced to
eight years in prison.

KENYAN POLICE FOLLOW
PRESIDENT'S ORDERS AND
ASSIGN 200 OFFICERS TO
ESCORT CARGO

He led a notorious freight train robbery gang
responsible for the theft of millions of dollars
of products, including fashion wear, watches,
consumer electronics and alcohol. It’s not the
first jail term for the gang’s leader. In 2004, he was
convicted of having run a cargo crime network
responsible for stealing goods worth over $5
million and was in jail for four years.

Following a directive from Kenya’s
President, Uhuru Kenyatta, more than
200 police officers have been deployed to
escort cargo along the Northern Corridor
from the port of Mombasa
The move to secure cargo shipments follows
what has been described as ‘rampant cases
of cargo theft’ that have even involved loss
of life. Kenyan police are being supported
in the initiative by the Kenya Transporters
Association (KTA). An escalation in losses
has already seen some businesses reroute
business to Tanzania.
Police and KTA officials will produce a
monthly report on the progress of the
programme. There have also been calls to

FREIGHT THEFT 'RINGLEADER'
STARTS 8-YEAR JAIL TERM

create rapid response teams and control
rooms to monitor the movement of goods
on the Northern Corridor as Kenya works to
build its reputation as a secure country for
trade movements. One KTA representative
said the objective was to ‘ensure the vice is
eliminated permanently.’

Described as an ‘extensive, well-coordinated
criminal cartel’, the gang would target trains by
studying operating schedules, staff practices and
security points. Reports suggest they even used
night-vision goggles and two-way radios when
targeting shipping containers, opening them with
bolt cutters, often as trains were moving.
Arrests came after police in New Jersey had been
monitoring the gang’s activities for the previous
four months. The ringleader, who pleaded guilty
to the charges, was arrested with nine others.
CONTINUED ON PAGE 16
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WORLD NEWS

POLICE WARNING AFTER LATEST
TRUCK HIJACKS IN SOUTH AFRICA
$313,000 PHARMA SHIPMENT RECOVERED IN SAO PAULO
The Pharmaceutical Cargo Security Coalition has reported the recovery of a $133,000 shipment of
pharmaceuticals previously stolen in a truck hijacking in Sao Paulo, Brazil, earlier the same day. The
report says the offenders stopped the truck on the Dutra Highway as it was heading to Rio de Janeiro and
transferred part of its load into another truck before driving off in both vehicles. They were apprehended
by police officers later in the day.

SEVEN ROMANIANS ARRESTED IN SPAIN IN CONNECTION
WITH THEFTS FROM MOVING TRUCKS
Police in Spain have arrest seven Romanians aged between 18 and 41 as part of
an operation to combat the theft of cargo from moving trucks.
The suspects were arrested in Lleida and Zaragoza and are said to have targeted
vehicles travelling at speeds of up to 60kph
According to one media report: ‘These highly skilled thieves specialised in breaking into the containers
of articulated trucks while they were in motion while standing on the bonnet of another vehicle and
breaking in by means of a radial arm saw. The group was based in the Catalan province of Lleida and also
coordinated some of their robberies from Zaragoza, with detailed planning forming an integral part of
each raid due to the complexity of the thefts.’
The police investigation into the crimes began in March following a series of thefts on the AP-2, AP-68 and
A-68 roads in Zaragoza.

NIGHT-TIME THIEVES STEAL
56,000 PACKS OF CHEWING
GUM IN KENT
Police in Kent, UK, are investigating the
theft of 56,000 packets of chewing gum
from a truck that was parked overnight in
Dartford. The incident occurred late on a
Friday night or early Saturday morning and
saw the thieves escape with five pallets
of gum. Officers are hoping the batch
numbers on the products will help them
trace the offenders if the chewing gum is
found on sale locally.

South African police have issued a warning
to truck operators and drivers concerning the
modus operandi used in two recent hijackings
in the space of two days.
Both trucks were travelling on the N1 highway
between 12:00-15:00hrs in Eramuskloof, Gauteng
province, when a driver in a passing car indicated
that there was a problem with the backs of the
trucks. In both cases, the drivers stopped to
investigate and did not suspect anything as the
car in question had driven off.
However, on both occasions a second car with
two or three offenders inside quickly turned up at
the scene of the parked truck to steal it. The M.O.
also involved both drivers being driven to remote
locations in another vehicle and abandoned.
Police have issued the following guidelines to
truck drivers and transport companies following
these and other truck hijackings in the province:
• Ensure the truck is in a good condition
•	Enforce a ‘no stop’ policy for drivers when
possible, especially within two to three hours of
the trip origin

GANG MEMBERS GET 35 YEARS IN
JAIL FOR CARGO THEFTS IN LONDON AND ESSEX

• Avoid stopping at remote places

11 members of a gang that stole over £150,000 of
goods from parked trucks across the South East of
England have been jailed for a total of more than
35 years.

•	Drivers must alternate between routes, where
possible

Maidstone Crown Court heard the gang
was responsible for a total of 35 offences in
London and Essex. Police said the gang mostly
operated at night and would cut open the
curtain sides of trucks to access their cargoes.
The offenders are said to have used six
different vehicles to commit the thefts, five of
which had been
previously
stolen and
fitted with
false
number
plates.

•	Remember, there is safety in motion. The most
dangerous times for hijacking are when a
vehicle is stopped

•	Inform the dispatcher of the route and then
follow it. If the route changes, the driver should
inform someone
• Park in secure areas with ample lighting
•	Only stop in designated rest areas where there
are other trucks parked.
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MID-TERM ELECTION

Werner Cooreman

Darragh O'Mahony

Michael Wortmann

RESULTS OF TAPA EMEA’S
MID-TERM ELECTION
Werner Cooreman of Solvay and Darragh O’Mahony of Napp Pharmaceuticals have
been voted onto the TAPA EMEA Board of Directors following last month’s mid-term
election.
Rein de Vries of Samsung and Falco Hoffman of Intel have also been co-opted to the Board.
Falco Hoffman

Rein de Vries

Michael Wortmann has been appointed Treasurer of TAPA EMEA to succeed George
Wiessing, who has stepped down from the role. George has been co-opted back onto the
Board to assist in the handover process.
The new Board members will remain in their posts for the duration of the current Board
term, which is until February 2018. TAPA EMEA members will have the opportunity to meet
the TAPA Board at November’s conference in Noordwijk.

WHAT DO YOU
WANT TO READ
IN 2017?
Work is under way to create a 2017 features
list for Vigilant and, as always, we invite
ideas from TAPA EMEA members on the
topics you most want to read about.
This may be:
- country cargo crime profiles
- emerging threats
- new types of criminal M.O
Plus any other issues you feel will be of
interest to the wider TAPA audience. If you
wish to contribute ideas, please send these
to info@tapaemea.org

TAPA AND INDUSTRY events...

NOVEMBER
MAN & Security – Minsk (BY)
01 http://www.expoforum.by/en/exhibitions/?03
SECTION_ID=2215
01 - Seatrade Middle East Maritime – Dubai (AE)
http://www.seatrademaritimeevents.com/
03
smme/
01 - Black Hat – London (GB)
http://www.blackhat.com/
04
02 03
07 09
08 10

Infosecurity – Utrecht (NL)
http://www.infosecurity.nl/

08 10

Securika Transbaltic – St. Petersburg (RU)
http://www.transbaltic-expo.ru/?lang=enGB http://www.securika-spb.ru/en-GB#

08 10
13 15
15 16

Trans Poland – Warsaw (PL)
http://trans-poland.pl/main/

15 17

NOVEMBER
16 - TAPA EMEA Conference
17
Noordwijk (NL)
http://www.tapaemea.org

NOORDWIJK

Expoprotection – Paris (FR)
https://www.expoprotection.com/#

NETHERLANDS

CONFERENCE
16 & 17 NOVEMBER

Securexpo – Nairobi (KE)
http://www.securexpoeastafrica.com/

Gulf Traffic – Dubai (AE)
http://www.gulftraffic.com/
Logistik & Transport – Gothenburg (SE)
http://www.logistik.to/
Transport & Logistiek Intermodal Europe
Rotterdam (NL)
http://www.easyfairs.com/nl/events_216/
transport-logistics-2016_75152/homepage_75154/
http://www.intermodal-events.com/

Transported Asset Protection Association

16 17
16 18
17 18
22 23

Sectech – Copenhagen (DK)
http://www.sectech.nu/

23 24

Logistics & Distribution – Madrid (ES)
http://www.easyfairs.com/es/events_216/
empack-madrid-2016_83912/spain_83950/

24 27

Expotrans – Luanda (A0)
http://www.fil-angola.co.ao/index.php/pt/

Logitrans – Istanbul (TR)
http://www.logitrans.com.tr/english/
Intermodal Africa – Lagos (NG)
http://www.transportevents.com/

NOVEMBER
Materials Handling – Jeddah (SA)
28 http://www.materialshandlingksa.com/
29
frankfurt/51/for-exhibitors/welcome.aspx
30 - Transport Security – London (GB)
http://www.transec.com/
01
DECEMBER
05 07

Algeria Fire, Safety and Security
Algiers (DZ)
http://www.safex-algerie.com/

05 07

Saudi Transtec – Dammam (SA)
http://www.sauditranstec.com/

06 07

TOC Container Supply Chain Middle East
Dubai (AE)
http://www.tocevents-me.com/
World Border Security Congress
Athens (GR)
http://world-border-congress.com/

06 08
11 13
13 16

MEFSEC – Cairo (EG)
http://www.mefsec.com/
ISEC – Isfahan (IR)
http://isfahansafe.ir/

Supply Chain Event – Paris (FR)
http://www.supplychain-event.com/en
If you are aware of any events that might be of
interest to TAPA EMEA members, please
email the details to

info@tapaemea.org

