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CHAIRMAN’S VIEW

The same is true of our continued participation
in LANDSEC, the EU’s land transport security
expert group. At its most recent meeting at
the end of January, the agenda included issues
relating to incident reporting, cyber security
and rail security, all topics of interest to TAPA.
We will continue to provide as much support
as possible to this very important EU group.

A PACKED
AGENDA
IN PARIS
In two weeks I look forward to seeing some 300
TAPA EMEA members at our first conference of
2016 in Paris – and we have a lot to talk about.
A total of 132 new cargo crimes were reported to our Incident Information Service (IIS) in
February. I actually welcome this news because I see it as a strong reflection that companies and
law enforcement agencies are now increasing the level of data they share with us. Of course, we
know this is still only an indication of cargo crime trends and not a complete picture but every
single incident report received by IIS is extremely valuable. For our members that use TAPA IIS
to help their goods in the supply chain, one piece of intelligence may be all they need to avoid a
particular geographic ‘hotspot’ for cargo crime or to manage the risk of a specific type of attack.
The big question we are regularly asked
is 'what is the true cost of cargo crime?'

bodies that recognise the scale of the problem
and are working proactively to reduce it.

As I am writing this, BSI's 2015 Global Supply
Chain Intelligence Report says it identified
US$22.6 billion worth of losses due to cargo
theft in 2015. Earlier this year, another study
estimated the cargo loss value in the EU alone
was €11.6 billion in 2013 and, of course, the most
publicly-quoted cost is the €8.2 billion a year
from the European Parliament’s 2007 report on
the organised theft of commercial vehicles and
their loads. Whichever figure you choose, it’s clear
that we have a massive job on our hands to keep
our products secure and to ensure we continue
to work with regulatory and law enforcement

Paul Linders from the TAPA EMEA Board
represented the Association at last month’s
INTERPOL 2nd Global Conference on Vehicle
Crime. We welcome the fact that one of the
seven recommendations to come from this
event is to set up an international working
group including representatives of concerned
public and private sector entities to discuss
the best strategies to increase the overall
security of the global supply chain. TAPA
members understand better than anyone
that the fight against cargo crime has no
‘quick fix’ but every time we hear news like
this, it is another positive step forward.

‘INTERPOL is to set up an international working group including
representatives of concerned public and private sector entities to discuss the
best strategies to increase the overall security of the global supply chain.’

In Paris, I am delighted to say we will have
speakers from both the EU and INTERPOL
addressing our conference, along with a host of
other experts covering a range of topical issues
that you will see profiled in this issue of Vigilant.
On day two, we will devote much of our focus
to the issue of clandestine intrusion and the
disruption this is causing to supply chains in
Europe. As well as the EU, our contributors will
be UK Border Force and Eurotunnel, and this will
be followed by a Q&A. This is clearly a major issue
for companies moving goods across borders in
Europe and in Paris you will have the chance to
discuss this openly and to share your experiences.
To set the scene for this part of our
conference, this issue also includes a new
report from BSI on the crisis and how the
influx of migrants is impacting on supply
chains in Europe. I am sure you will find
this to be a useful source of intelligence.
Finally, I wish to make an appeal on behalf of our
Standards Team. As you know from the regular
updates we have provided, the final drafts of
the new FSR and TSR Security Standards that
will come into force in February 2017 are nearly
finished. A full update will be provided in Paris.
In the meantime, we are looking for 6-10 TAPA
members to volunteer test auditing sites so we
can evaluate the updated draft Standards in a
live operational environment. This is obviously
extremely important so if you are able to help
please contact us at info@tapaemea.org
I very much look forward to seeing
you in Paris next month.

Thorsten Neumann
Chairman
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TAPA PARIS CONFERENCE

10 THINGS
WE’LL LEARN
IN PARIS

HAVE YOU REGISTERED?
Registration is about to close so if you still want
to attend and have yet to tell us, go to the TAPA
EMEA website and register immediately.
Next month’s TAPA EMEA conference in Paris promises
to be another great learning and intelligence
gathering experience for the 300 delegates registered
to attend. Vigilant takes a snapshot view of what
members can look forward to hearing from our
extensive list of subject matter experts.

How INTERPOL is reducing
the impact of stolen vehicles
Renato Schipani, Criminal Intelligence
Officer at INTERPOL in Lyon, will outline
the tools the intergovernmental
organisation can provide to its 190
member countries. His presentation
will also look at INTERPOL’s enhanced
global vehicle crime programme and
explain how Public Private Partnership
is helping to reduce the social and
economic impact of stolen vehicles.

Responding to an
armed hijacking
Foiling armed hijackers will be the topic of
a case study presented by Philip Burgess,
Security Director EMEA at Dell. It will
describe a successful armed hijacking,
plus the subsequent incident escalation
and product recovery. The case study also
highlights the benefits of a robust layered
security programme and, in particular, the
merging of physical and technical solutions.

Tackling cargo crime in Russia
Cargo security in Russia will be the focus
of Sergey Pustovoidenko’s presentation in
his capacity as President of the Association
for Cargo Security Support. He will give
an overview of cargo crime in Russia,
including trends and forecasts, and look
at the Association’s achievements in its
first year in relation to incident reporting,
interactive mapping of incidents, and the
development of industry standards in Russia.
As well as outlining future goals, he will also
discuss cooperation with law enforcement
bodies and the establishment of ‘safety
corridors’ on the main highways in Russia.

What’s being done to address Europe’s migrant crisis
The migrant crisis in Europe continues to dominate the media. In Paris, a special panel of
experts will discuss the current situation and its impact on supply chains. The European
Commission will look at the scale of the problem, the Commission’s response to date and its
future intent. UK Border Force will also explain what is considered to be an effective operation
for hauliers and their drivers to employ, and delegates will also hear the views of Eurotunnel.

CONTINUED ON PAGE 4
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TAPA PARIS CONFERENCE

What to expect in FSR & TSR 2017
TAPA’s Facility Security Requirements (FSR)
and Trucking Security Requirements (TSR)
are in the process of being updated following
change requests from the Association’s
global members. The TAPA EMEA Standards
Team will bring delegates in Paris fully
up-to-date on the progress of the new
Standards and the next steps ahead of
implementation on 1 February 2017.

Q4 challenges and
mitigation measures

The police view of supply
chain security in France
TAPA EMEA’s Incident Information
Service (IIS) received data on 43 cargo
crimes in France in 2015, including
a high percentage of hijackings and
violent attacks on facilities and trucks.
Like other countries across the EMEA
region, however, freight theft in France
is believed to be significantly underreported. In Paris, François Despres
of OCLDI will give an update on
behalf of French law enforcement.

The second TAPA member case study comes
from Amazon and will tackle the issue of
Q4 challenges and mitigation measures.
Speakers Mark Gruentjes, Senior EU Supply
Chain & Transportation Security Manager,
and Phil Marshall, Senior Loss Prevention
& Security Manager UK & Southern EU, will
discuss the pressure the last quarter of the
year puts on any high volume business that
needs to meet stringent delivery promises
to its customers. The presentation will look
at the requirements for fast analysis of
innovative and robust mitigation solutions.

Taking self-certification
auditing online
The third workshop in Paris will showcase
TAPA’S new Auditing Reporting Tool and
its benefits as an online submission tool
for companies using self-certification
for TAPA FSR Level C or TSR Level 3.
The tool will simplify and speed up the
process of self-certification and provide a
further boost to TAPA’s ‘Step Up & Stand
Out’ global certification campaign.

Taking a lead in
secure parking
Over 85% of cargo crimes reported to TAPA
EMEA’s IIS last year were related to trucking
and 57.2% of losses occurred when vehicles
stopped at unsecured parking locations.
The Secure Parking Workshop will look at
the need to develop a robust certification
programme to provide TAPA members
with a credible resource to help identify
audited secure parking options across
EMEA supply lanes to support secure route
planning. In turn, this can provide a working
benchmark system for government and
law enforcement reference with a view to
possible future assisted development. The
session will also ask for help in forming a
Working Group to take this forward.

Which technologies
most interest us?
The Technology Workshop in Paris aims
to identify members’ areas of interest in
relation to technology and will include
a case study on multiple-site IP CCTV
deployment and the lessons learned.

PLUS …

Updates on the other TAPA EMEA
activities and the unique opportunity
to network with some 300 other
supply chain security professionals.

THANKS TO
OUR SPONSORS
& EXHIBITORS
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FOOD & DRINK

FOOD FOR
THOUGHT

Anyone who has been associated with TAPA for any length of time will
know that its roots stem from the technology sector and a drive by many
of the world’s leading high-tech manufacturers to prevent losses in their
supply chains.
Nearly 20 years later, technology
products are still a frequent target for
cargo thieves but as TAPA members now
know, so is just about everything else.
Top of that list for the last two years, based on
cargo crimes reported to TAPA EMEA’s Incident
Information Service (IIS) are Food & Drink
products, proving that even goods with a low
unit value are just as attractive to cargo thieves
because of the high volumes they move in.
And, of course, these consumable products are
quick and easy to dispose of and hard to trace.

The first sign of this shift was probably in
2013 when thefts reported to TAPA’s IIS
involving Food & Drink doubled year-on-year.
In 2014, the 144 incidents of recorded Food
& Drink thefts from the supply chain made
it the highest category of product loss and
it retained this unwanted position in 2015
with a further 139 losses of Food & Drink
products representing 9.2% of all losses
in the IIS incident database for the year.
Some of the highest profile
losses in 2015 included:
• €2,038,522 of champagne from
a warehouse in the UK
• €481,479 of whisky stolen in the UK
• €339,752 of food and drink after
a truck hijacking in the UK
• €275,131 of vodka from a truck in the UK
• €260,000 of food and drink stolen
from a truck in Germany
• €200,000 shipment of lobsters after
a deceptive pick-up in Denmark

• €166,591 of dairy products stolen in
a truck hijacking in South Africa
• €100,000 of meat when a truck was stolen
from an industrial estate in Germany
• €100,000 of fresh salmon
from a trailer in Norway
• €100,000 of food & drink following a
clandestine intrusion of a truck in Belgium
Just like so many other product categories,
however, thefts of Food & Drink products
from warehouses and trucks during the
supply chain process are considered to
CONTINUED ON PAGE 6
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FOOD & DRINK

FOOD FOR THOUGHT: Continued from page 5

while drivers are taking breaks. He is also
aware of the growing threat posed by
fraudulent pick-ups by bogus transport
companies, growing levels of violence used
during attacks on vehicles and drivers,
and an increase in organised crime.

be massively under-reported. For TAPA
EMEA, one of its immediate challenges
is to encourage more Food & Drink
companies to join the Association.
To understand some of the
challenges facing the Food &
Drink industry, Vigilant spoke
to Steve Woodward, Regional
Security Manager of TAPA
member Mondelēz International, one of
the world’s leading snacks companies
within the food and beverages industry.
“From an industry perspective, I have
certainly seen a shift in the way crime is
happening. There are a lot more losses
involving Food & Drink products because
they are a commodity that can be easily
passed on. It is hard to say if there is a
deliberate targeting of Food & Drink
because it is clear there are criminals out
there that are looking for any types of
cargo, particularly when they break into
or steal trucks. Nonetheless, the industry

is seeing a lot more losses across Europe,
particularly across a lot of the main
highways in Germany and Italy,” he says.
Food & Drink is arguably no more or less
at risk of theft than any other product
and is impacted in just the same way as
sectors such as Clothing & Footwear and
Cosmetics & Hygiene. He is not alone in
pointing to the lack of secure parking
locations for commercial vehicles in
Europe and highlights the number of
losses that stem from attacks on trucks
parked at unsecured parking locations

When Food & Drink thefts do occur,
another challenge is to get the right
level of response from law enforcement
agencies because ‘it is not seen as a high
priority crime because the perception
is that there isn’t a big financial impact’
is how Steve Woodward sees it. The
fact is, there’s little consistency in the
approaches taken by different national
and even regional police forces.
He adds: “I think there’s also a lot to discuss
in the industry around the procurement
of haulage. Companies want to work
with preferred suppliers but there’s a lot
of subcontracting. Also, the education
of drivers is woefully low in terms of the
security element of moving goods.”

‘There are a lot more losses involving Food & Drink products because they are a commodity
that can be easily passed on. The industry is seeing a lot more losses across Europe, particularly
across a lot of the main highways in Germany and Italy.’

CONTINUED ON PAGE 7
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FOOD FOR THOUGHT: Continued from page 6

‘It’s not just the fact the load has gone, it impacts sales, your
brand reputation and insurance premiums. Even if products
are recovered, on nine out of 10 occasions the products are
destroyed anyway.’
The ramifications for the Food & Drink
industry when products are stolen or
contaminated through supply chain
intrusion are costly and far-reaching,
often involving a number of food safety,
environmental and health & safety
regulatory agencies. Steve Woodward says:
“It’s not just the fact the load has gone, it
impacts sales, your brand reputation and
insurance premiums. Even if products are
recovered, on nine out of 10 occasions
the products are destroyed anyway. It has
a big impact.” In many respects, he says,
the waste of food is “the biggest crime
of all”.
The migrant crisis in Europe has only added
to the challenges facing the Food & Drink
industry. “This is a huge problem and
causes major issues with distribution. If a
vehicle is entered or broken into, goods get
damaged and soiled. Often, the products
have to be destroyed because of risks – and
it’s not just a problem across the water from
France to the UK anymore. We hear of more
and more incidents of migrants jumping
on trucks at land borders across Europe.”
The impact of clandestines breaking into
trucks carrying Food & Drink products was
highlighted to TAPA EMEA last year during
meetings involving the UK Home Office.
Intelligence provided by one company
revealed the true costs of product loss
to be almost twice as high as the value
of the stolen goods. For the period from
January-July 2015, its data showed.

Product loss

€360,000

External quality checks on
invaded loads

€155,000

Alternative transport costs
circa.

€350,000

Disposal costs

€15,000

Checking facility in Calais

€95,000

TOTAL:

€975,000

This does not include the additional cost of
increased insurance premiums, although
Steve Woodward is quick to praise the
stance being taken by some insurance
companies. “On a positive note, insurance
companies are doing some good things
with their customers in terms of risk
mitigation and cargo loss programmes
to help bring down premiums,” he says.

Having been involved with TAPA for over
15 years, he also understands the value
the Association offers to members: “The
value is the data on cargo crime, details
of hot lanes for incidents, the contacts
you can establish and the networking
opportunities. Sharing experience helps.
TAPA’s conferences are good and up-tospeed with the topics of the day and its
FSR and TSR are attractive because as
warehouse and trucking security standards
they are very good. And, we know that
when we need assistance, there will be
someone of the end of the phone.”
So, for its part, what can TAPA EMEA do
to raise its profile in the Food & Drink
industry and attract the participation
of more companies from the sector?
Steve Woodward says the first objective
must be to get Food & Drink companies
talking about their supply chain security
challenges. “TAPA knows that the level of
data on Food & Drink losses reported to IIS
does not give a true picture at all in relation
to what is happening in the industry.
Food & Drink companies are sensitive
when it comes to sharing information
on losses. They tend to want to keep
information close to their chests. I think
TAPA has to start by getting Food & Drink
industry people into a room to increase
their confidence in sharing information.
That can lead to a Working Group of
experts and you can build from there.”
He would even like to see a supply
chain security standard tailored
to the Food & Drink industry.
The first step, however, is to bring
more Food & Drink manufacturers
into the TAPA family.
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EUROPEAN SUPPLY CHAINS

MIGRANT
CRISIS
As a result of a rapid influx of migrants within Europe over the past two years, European Union (EU) member
states have taken extraordinary measures, including imposing new border controls throughout the region.
These measures have seriously hampered the free movement of cargo in many areas of the continent,
leading to significant delays and added costs to cross-border shipments. Stowaway attempts into cargo
trucks also often lead to costly losses of goods and expose companies to expensive fines.
In a special report, BSI Supply Chain Solutions
provides an overview of the cargo disruption
threats posed by the crisis to date, highlights
current geographic flashpoints for stowaway
attempts, and considers the implications
of the major initiatives currently under
consideration to address the crisis. Recent
inflows of refugees to Europe have occurred
at a massive scale, resulting in the largest
migrant crisis since World War II. Conflicts in
the Middle East, North Africa, and Central
Asia, which have driven much of the recent
migration, show little sign of subsiding in the
very near term, suggesting that the crisis will
likely continue to pose a significant threat to
the supply chain for the foreseeable future.

Supply Chain Impacts of the
European Migrant Crisis
The lack of a cohesive approach to control
migration contributes to the significant
disruptions to cargo transport seen
throughout Europe in recent months. A
series of unilateral actions taken to secure
internal borders have interrupted and
delayed cross-border shipments, causing

knock-on impacts to supply chains and
business operations throughout the region.
The direct impacts caused by the crisis vary by
country and are highly dependent upon the
actions of individual national governments.
In Belgium, for example, shippers are
losing an estimated $200,000 each day due
to disruptions in trade with France. The
government deployed police officers from
several regions to the French-Belgium border
in order to halt migrant flows, and the country
now faces the threat of strike by police unions,
who report insufficient personnel to patrol
high-risk areas. In Austria, the government
blocked access to the nation via several border
crossings, and budgeted €10 million ($11
million) to pay for fencing around areas with
a large migrant presence. The overall impact
to Austrian trade as a result of the fences and
border controls has yet to be calculated.

Border Checks, Closures, and
Migrant Routes in Europe

© Copyright BSI 2016

Border Checks
Re-Imposed

EU SCHENGEN

Migrant Flows

EU NONSCHENGEN
NON-EU
SCHENGEN

SWEDEN

FINLAND

NORWAY

ESTONIA

LATVIA
DENMARK

LITHUANIA

IRELAND

UNITED
KINGDOM

BELARUS

NL
BE

POLAND

GERMANY

CZECH
REPUBLIC

FRANCE

SI

ITALY
PORTUGAL

SPAIN

MDA

HUNGARY

SWITZ.

ROMANIA

CROATIA
BOSNIAHERZEGOVINA

Delays to Cross-Border
Transportation

UKRAINE

SLOVAKIA
AUSTRIA

SERBIA

ME

KV
MK

BULGARIA

AL
GREECE

Nearly all of the countries affected by the
migrant crisis are experiencing transportation
CONTINUED ON PAGE 9
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MIGRANT CRISIS: Continued from page 8

Members of EU or
Schengen Zone?

Estimated Value of
Annual Trade (2013)

European
Union Total

N/A

$2.79 trillion

Austria

Both

$92 billion

Belgium
Denmark

Both
Both

$247.6 billion
$52.6 billion

France

Both

$258.8 billion

Germany

Both

$623 billion

Greece
Italy
Netherlands
United
Kingdom

Both
Both
Both

$12.8 billion
$209.3 billion
$382.8 billion

EU, Non-Schengen

$178 billion

Country

delays of some kind. Most countries,
including Belgium, France, Germany, and
most of the Balkan Peninsula, report delays
affecting truck-borne transportation as
a result of increased border security. The
exact length of delays varies by nation,
but most are causing significant economic
damage. Dutch shippers active near
the French port of Calais, for example,
reported average daily costs of more
than $500,000, while U.K. shippers in the
same area report losses of $1.2 million.
Transportation across the European Union
takes significantly longer than before the
border checks were imposed, with trips
that previously required less than two days
reportedly now lasting five days or more.
Other reports indicate a trip from Turkey
to Germany, which normally took about
five days, is now lengthened to as long as
twelve days due to heightened security.
A study conducted by the French
government suggested that
reestablishing internal border controls in
Europe could cost Schengen countries
about 0.8 percent of total gross domestic
product, or more than $112 billion, in
the short-term. A separate analysis,
conducted by the European Commission,
predicted that lost business revenue,
increased transportation costs, and
interruptions to regional supply chains
could cost the European economy $19.6
billion per year that controls remain
in effect. Of that annual loss, the

transportation sector would face up to $7.5
billion in costs due to travel delays alone.

Economic Costs of the Crisis
In addition to the direct effects caused by
the migrant crisis, European governments
are spending millions of dollars to secure
their borders. In Austria, the government
budgeted $11 million to pay for 2.3 miles
of razor wire fence for high-risk areas,
though the actual cost of installing and
patrolling the fence is expected to be
far lower. According to one estimate,
the German government will pay more
than $55 billion over the next two years
in a bid to settle and integrate incoming
migrants. Similar costs for other European
nations have yet to be determined, but
Germany will likely the face the highest
such cost due to the number of migrants
that have been granted asylum there.

Contaminated and Lost
Shipments
A cargo shipment in the United Kingdom
that is found to be contaminated by the
presence of a stowaway will result in a fine,
presently about $2,200 per stowaway, for
the responsible transportation company.
According to BSI data, European authorities
arrested an average of 17 stowaways per
truck- or rail-borne shipment of cargo
seized over the last two years—leading
to an average fine of $37,400 per case.

Types of Reintroduced
Controls
Border checks, highway
checkpoints, post security,
border closures
Border checks, highway
checkpoints, post security,
border closures
Border checks, border closures
Border checks
Border checks, highway
checkpoints, post security,
border closures
Border checks, highway
checkpoints,
Border checks
Border checks
Border checks
Border Checks

This means that cargo truck drivers
transporting goods from Calais, France to
Dover, United Kingdom not only pay direct
fines for failing to secure their shipments,
but also face the potential confiscation
and destruction of their shipments.
The combination of direct losses due
to shipment disruptions and the fines
highlight the significant financial impact
of the stowaway threat to companies
using this important shipping lane.
Currently, U.K. regulations warrant a fine
for any cargo truck driver and company
when a shipment is found to contain
stowaways, regardless of whether the
driver and transportation company had
implemented robust security precautions.
These regulations are under review and
could be altered to avoid fines for companies
that meet a list of security best practices.

Migrant Crisis in Europe:
Current Situation
Strict border controls currently exist
throughout the Balkan Peninsula and in
other areas where migrants are considered
most likely to cross illegally into Europe.
Several nations are pursuing heightened
security at some or all border crossings in
order to halt the influx of migrants, while
other nations are taking more dramatic
action, such as the construction of fences
or imposition of outright border closures,
in order to stop the influx of migrants.

CONTINUED ON PAGE 10
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MIGRANT CRISIS: Continued from page 9

$19.6 BILLION
Estimated annual cost to regional European
economy if Schengen Zone collapses

$1.95 MILLION
Daily cost of increased security measures for
Belgian, Dutch, and UK shippers

1.8 MILLION
Estimated number of illegal border crossings
in Europe in 2015

3,300
Total number of civil penalties by the United
Kingdom for stowaway arrests in 2015

Disruptions at Calais alone cost Belgian shippers $200,000 per
day, Dutch shippers $545,000 per day, and U.K. shippers as
much as $1.2 million each day.
Total border closures were implemented
in multiples countries over the past six
months, including in Austria, Belgium, and
Macedonia. Most other countries elected to
institute additional security checks applying
to cargo trucks and trains, in addition
to personal vehicles and foot traffic.
In early March, the governments of Croatia,
Serbia, and Slovenia announced they would
no longer accept migrants who lacked
Schengen visas. This move is expected
to halt most illegal migration through
the Balkan Peninsula en route to Western
Europe. There is a strong likelihood that
the announcement will prompt migrants
to seek alternate routes. BSI is closely
monitoring the situation, paying particular
attention to migration along the western
coast of the Peninsula, migrant transits in
Romania, and reported coastal landings
in Italy. Several countries on the Balkan
Peninsula, specifically Croatia, Greece, and

Macedonia may see an increased threat of
migrants stowing away in cargo truck- and
rail-borne shipments heading north.

Current Flashpoint –
Calais, France
The so-called “Jungle” camp near the
Port of Calais in France is one of the most
publicized flashpoints of the migrant crisis.
The camp has existed for several years
and largely pre-dates the Syrian conflict.
However, the number of migrants staying
at the facility exploded in the past two
years, and estimates now suggest that up
to 6,000 persons are living at the camp.
Their presence at the camp has instigated
ferry worker strikes, cargo truck driver
strikes, pro- and anti-immigration protests,
clashes with police, and repeated attempts
to stow away inside cargo trucks headed
for the United Kingdom. Disruptions at
Calais alone cost Belgian shippers $200,000

per day, Dutch shippers $545,000 per day,
and U.K. shippers as much as $1.2 million
each day. Cargo trucks attempting to cross
the English Channel from France to the
United Kingdom are facing significant
delays, increasing shipment turn times by
as much as nine hours due to increased
security checks along the route.

Emerging Flashpoint –
Dunkirk, France
The situation in Dunkirk, France is being
closely monitored as an international
non-governmental organisation constructs
an alternative camp for migrants staying
in Calais. The new facility has semipermanent housing and utilities for
more than 1,000 refugees and is still
undergoing construction. There are
concerns that Dunkirk could see the types
of incidents noted in Calais, including
stowaway incidents, police clashes, and
worker strikes. So far, the situation has
remained peaceful. Until reliable data
becomes available, shippers should
consider the area to be a high-risk zone
for stowaway introduction and implement
the same countermeasures used to secure
shipments travelling through Calais.

CONTINUED ON PAGE 10
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MIGRANT CRISIS: Continued from page 10
UNITED
KINGDOM

BE

FRANCE
EU SCHENGEN
EU NONSCHENGEN
NON-EU
SCHENGEN

Border Checks
Re-Imposed

SPAIN

POLAND
GERMANY

CZECH
REPUBLIC

SWITZ.

Current Flashpoint –
Idomeni, Greece

© Copyright BSI 2016

The city of Idomeni, located in Greece across
the border from Gevgelija, Macedonia
SLOVAKIA
emerged in February as a new hotspot for
AUSTRIA
migrants attempting to reach Western Europe.
MDA
After Austrian officials introduced a daily
HUNGARY
and annual cap on the number of migrants
allowed to enter the nation, similar controls
SI
ROMANIA were put into place in Macedonia. As a
CROATIA
result of Macedonian security forces turning
BOSNIAaway migrants, the number of migrants
HERZEGOVINA SERBIA
stranded in Idomeni increased rapidly, rising
ITALY
BULGARIA to a peak of 13,000 by March 2016. These
ME
KV
migrants clashed with Macedonian police
on multiple occasions, and there are reports
MK
of attempts to enter freight trains heading
AL
north across the border. Confrontations
between authorities and migrants in late
GREECE
February halted cargo truck transportation
for the better part of a day as authorities
sought to repair a border fence pulled down
by migrants. In a separate incident, migrants
moved onto the railway crossing in Idomeni,
blocking freight train traffic for several hours.

Border Checks in Europe

These migrants clashed with Macedonian police on multiple
occasions, and there are reports of attempts to enter freight
trains heading north across the border.

TURKEY

With the total closure of the Macedonian
border to migrants, more clashes of this type
are expected. Additionally, a new European
Union agreement allowing for the deportation
of Syrian refugees in Greece is likely to be met
with resistance. If adopted, this agreement
could drive further clashes between migrants
and authorities, which would have knock-on
effects for cargo transportation in the region.

Looking Ahead
In the near-term, several political
developments are most likely to impact the
threat of disruption to cargo transportation
and business operations in Europe due
to the migrant crisis. The European Union
recently finalized a deal with Turkey that will
facilitate a one-for-one swap of migrants
between Europe and Turkey. Greece will
deport migrants that arrive illegally and are
deemed “economic” refugees, meaning they
face no threat to personal safety in their
home nation, will be deported to Turkey. In
exchange, migrants considered as refugees
fleeing violence will be allowed to settle in
the European Union from Turkey. The main
goal of the deal is to deter migrants from
turning to human traffickers and risking a
dangerous journey across the Aegean Sea and

CONTINUED ON PAGE 12
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to ultimately reduce the flow of migrants
into Greece. The actual implementation
of the deal is proving difficult thus far,
however, with Greece reportedly struggling
to handle the continued influx of migrants.
In order to prevent future migration
crises over the longer-term, the European
Commission is considering a proposal to
create a new agency, the European Border
and Coast Guard, tasked with securing
the Union’s external borders. One of the
key failures identified by the Commission
during the current crisis was the bloc’s
inability to swiftly secure the EU’s external
borders. The new agency is intended to

GUARDED

STOWAWAY
INTRODUCTION
EXPOSURE
The threat of stowaway
introduction in legitimate
cargo shipments

LOW

secure the external borders in order to
control the flow of migrants and remove
the need for internal border controls. The
current European border agency, Frontex,
is subject to resource and jurisdiction
limitations. The proposed Border and Coast
Guard would have increased resources
and greater authority to investigate
international criminal and terrorist groups,
which could lead to lower supply chain
threats, including international smuggling,
human trafficking, and other cargo crimes.

(Article supplied courtesy of BSI Supply Chain Solutions. Contact
Courtney Foster, Supply Chain Solutions – EMEA Business
Development Manager at Courtney.Foster@bsigroup.com)

Mitigating the
commercial impact of
the migrant crisis
TAPA EMEA members that want to
learn more about mitigating the
commercial impact of the migrant
crisis and ensuring cross-border trade
may wish to attend the Pan- European
Freight Security & The Migrant Crisis
conference in London on 27-28 April.
TAPA members have been offered a 15%
discount on the conference fee. For further
details please contact info@tapaemea.org
The organisers say the event
will provide an insight into:
•	Government strategies for
managing the crisis and
securing ports and facilities
•	Road haulage security regimes,
measures to secure parking
facilities and driver safety
•	Minimising and mitigating against
Channel Tunnel disruptions
•	Advances In security technologies
for securing cargo
•	Understanding Goods-in-Transit
insurance strategies and steps to
reduce the risk of getting fined

WELCOME OUR LATEST MEMBERS
Please join us in welcoming the latest companies to join TAPA EMEA:
COMPANY

Safe 24 GmbH
Senator International Spedition GmbH
Mega Fortris Europe
DHL Global Forwarding (UK) Limited
Lumileds Poland S.A.
P&M Express BV Tilburg

COUNTRY WEBSITE

DE
DE
HU
GB
PL
NL

www.safe-24.de
www.senator-international.com
www.megafortris.eu
www.dhl.com
www.lumileds.com
www.pmexpress.nl

Stakeholders speaking at the event
include representatives of the UK
Home Office, Eurotunnel, SGP Police
Unit Force, the Hungarian government,
Port de Calais, Port of Dunkirk, road
haulage and rail freight carriers, as well
as specialist technology providers.
For further information go to
www.freight-security-migrant-crisis.com

DATA FOR FEBRUARY 2016
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CARGO CRIME MONITOR
€55,219

CARGO
THEFT BY
COUNTRY

AVERAGE LOSS VALUE
LAST MONTH

8

132

Sweden – 8 (6.1%)

FEBRUARY 2016
36
1

26

48
1

Nigeria – 1 (0.75%)

2
France – 2 (1.5%)

BIGGEST LOSS:

1

1

Belgium – 1 (0.75%)

3

Germany – 26 (19.7%)

Netherlands – 48 (36.4%)

UK – 36 (27.3%)

NEW CARGO THEFT
INCIDENTS RECORDED
DURING THIS MONTH

Luxembourg – 1 (0.75%)

€258,488

2

Czech Republic – 1 (0.75%)

THEFT FROM VEHICLE OF
NICOTINE GUM FROM AN
UNSECURED PARKING
LOCATION IN DERBYSHIRE, UK

Austria - 2 (1.5%)

1

5

1

Switzerland – 1 (0.75%)

South Africa – 3 (2.25%)

Bulgaria – 1 (0.75%)

1

CRIMES CLASSIFIED AS
‘MAJOR’ INCIDENTS
WITH LOSSES IN
EXCESS OF €100,000

Italy – 1 (0.75%)

Number of incidents in month

2016

FEBRUARY

CARGO THEFT INCIDENTS BY PRODUCT
39 (29.6%)

12 (9.1%)

12 (9.1%)

UNSPECIFIED

MISCELLANEOUS

NO LOAD

4 (3.0%)

3 (2.25%)

3 (2.25%)

2 (1.5%)

METAL

TOBACCO

TOYS / GAMES

SPORTS
EQUIPMENT

12 (9.1%)
CLOTHING &
FOOTWEAR

2 (1.5%)
PHARMACEUTICALS

TOOLS / BUILDING
MATERIALS

9 (6.9%)

8 (6.1%)

7 (5.3%)

FOOD & DRINK

FURNITURE/HOUSEHOLD APPLIANCES

COSMETICS &
HYGIENE

2 (1.5%)

2 (1.5%)

2 (1.5%)

1 (0.75%)

1 (0.75%)

CAR PARTS

BICYCLES

CASH

PHONES

COMPUTERS /
LAPTOPS

6 (4.5%)

5 (3.8%)
TYRES

CONTINUED ON PAGE 10
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IIS NEWS

132 new cargo crimes reported to TAPA’s IIS in
February - but is that good news or bad?

TAPA EMEA's Incident Information Service
(IIS) recorded data on 132 new cargo crimes
in February, a further increase on the 92
incidents reported in January 2016.
Whether this just reflects an increased
level of reporting or a genuine rise in
thefts from supply chains is hard to tell
but if this continues, 2016 could become
a record year for the level of intelligence
gathered and shared by the Association
with its Manufacturer and Logistics
Service Provider (LSP) members in
the region. It will also support TAPA’s
ongoing work to raise the issue of
cargo crime within regulatory bodies
and law enforcement agencies.
The Association continues to ask
its members and all stakeholders to
report incident data and cargo crime
news reports to iis@tapaemea.org.
Data for February 2016 shows freight
thefts in 14 countries in EMEA, including

five involving losses in excess of €100,000.
Only 22 or 16.7% of last month’s incident
reports included a value. These represented
a total loss of €1,214,838 and produced an
average loss for the month of €55,219.
Five of the biggest losses in February occurred
over the space of three days. In the highest
loss incident, thieves in Alfreton, Derbyshire,
stole €258,488 of
nicotine chewing
gum. They targeted
a Greek truck on 23
February between
the hours of 01.00hrs
and 06.30hrs and
accessed the cargo
after removing the

lock and seal of the hard-sided semi-trailer.
The same day, a Polish truck parked at the UK’s
South Mimms Services in Hertfordshire had
22 pallets of perfume stolen worth €96,933
after offenders removed the padlock on
the truck some time between 18.30hrs and
11.40hrs. The loss was only discovered
when the driver made his
scheduled delivery to
a business in Watford.
On 22 February, a
Cash-in-Transit vehicle
was violently attacked in
Sofia, Bulgaria, resulting in the
loss of €102,290 of cash. Two
days later, 24 February, unspecified
cargo valued at €174,827 was taken in a

Five of the biggest losses in February occurred over the space
of three days. In the highest loss incident, thieves in Alfreton,
Derbyshire, stole €258,488 of nicotine chewing gum.
CONTINUED ON PAGE 15
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IIS NEWS

132 new cargo crimes reported to TAPA's IIS in February - but is it good news or bad? Continued from page 14

'€265,396 of clothing and footwear products
were stolen in two almost identical Theft from
Vehicle incidents in Rainham, Essex, in the space
of two days.'

0.75%

3.8%

3.8%

2.25%

5.3%

8.3%

violent Theft of Vehicle attack in
Mount Edgecombe in KwaZuluNatal, South Africa, just north of
Durban, and the next day IIS also
recorded a Theft from Vehicle crime
in Mühleberg, Germany, and the
loss of a shipment of bicycles with
a recorded value of €100,000.

9.1%

The other major cargo crime last
month occured in Rainham, Essex,
in the UK on 10 February when
clothing worth €201,291 was stolen
in a Theft from Vehicle incident. This
was followed on 12 February by a
virtually identical crime that also
resulted in the loss of a shipment of
clothing in the same location. In the
second case, the goods in question
had a recorded value of €64,105.
Reflecting the proactive reporting
by law enforcement agencies in
these countries, the Netherlands
and UK accounted for 63.6% of
new incident reports to TAPA’s
IIS in February. 48 crimes were
reported in the Netherlands and
36 in the UK. Germany was the

56.85%

February 2016

9.1%

only other country with double
figures, recording 26 new freight
theft crimes. Sweden was the
next highest country with eight
incidents. The full list can be
found on the map in the Cargo
Crime Monitor of this issue.
In the South Africa incident, a
security guard opening a gate
for a truck noticed it was being
closely followed by four men
driving in a black VW Polo. When
the guard approach the car, he was
threatened with a firearm before he
and his assistant were tied up and
forced into a room. The suspects
subsequently drove off in the
truck with its high value cargo.

TYPE OF
INCIDENTS

Clothing & Footwear were the most
stolen goods of the categories
stating a type of product.
The 12 incidents
represented 9.1%
of the February
total. Tools
& Building
Materials
were the
target in nine or
6.9% of crimes last
month while Food
& Drink products
were taken in eight incidents.

Number of incidents
Theft from Vehicle 75

Theft of Trailer 5

Theft from Trailer 12

Theft 5

Theft from Facility 12

Hijacking 3

Theft of Vehicle 11

Robbery 1

Truck Theft 7

Theft of Container 1

0.75%

5.3%

37.9%

Overall, products were stolen

TYPE OF
M.O.

55.3%

February 2016

Number of incidents
Intrusion 73

Forced Stop 1

Unknown 50

Deceptive Stop 1

Violent & Threat with
Violence 7

CONTINUED ON PAGE 16
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IIS NEWS

132 new cargo crimes reported to TAPA's IIS in February - but is it good news or bad? Continued from page 15

1.5%

0.75%
2.25%
3%
3.8%

10.6%

TYPE OF
LOCATION
in February in 16 different IIS
product categories. In 51 or 38.7%
of reported thefts last month the
category was either unspecified
or recorded as miscellaneous.
12 incidents involved no load.
The majority of crimes – 74 or
56.1% - took place at Unsecured
Parking locations. A further 27 or
20.5% occured at Origin Facility. The
full list of location types appears
in the relevant chart in this report.
Trucks continue to be the target
in the overwhelming majority of
incidents, led by Theft from Vehicle
with 75 or 56.85% of all reported

crimes in the month. The three
other categories to reach double
figures were Theft from Trailer with
12 or 9.1% of crimes, Theft from
Facility also with 12 incidents,
and Theft of Vehicle with 11
losses equalling 8.3% of the
month’s total.
Intrusion featured in 55.3% of
February crimes reported to IIS
or 73 of the 132 new incidents.
There were seven cases with
a recorded M.O. of Violent
& Threat with Violence.

56.1%

February 2016

20.5%

Number of incidents
Unsecured Parking 74

Destination Facility 3

Origin Facility 27

Authorised 3rd Party Facility 2

Unknown 14

Secured Parking 2

Services 3rd Party Facility 5

Road Transportation Facility 1

En Route 4

SEE IT
SEND IT
Over 50% of the intelligence
gathered by TAPA’s Incident
Information Service (IIS) is
generated from media reports.
If you see a reported cargo crime incident, just take a
second and send the news link to iis@tapaemea.org

TAPA INTELLIGENCE DRIVES A SECURE SUPPLY CHAIN
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SECURECERTIFICATIONS
LATEST
PARKING

LATEST FSR, TSR AND TACSS
SECURITY CERTIFICATIONS
In each issue of this
newsletter, we publish a list
of the TAPA EMEA members
that have most recently
gained TAPA FSR, TSR or
TACSS certification.
The following companies and
locations were audited by one of
TAPA EMEA’s approved auditing
partners or, in the case of Class ‘C’
or Level 3 certification, may have
been completed by an in-house
TAPA-trained person.

FSR

Company Name

Country City

Class

FSR

Aramex Nederland B.V

NL

Oude Meer

A

FSR

De Jong Special Services B.V.

NL

Nieuw-Vennep

A

FSR

DHL Aviation

DK

Copenhagen

A

FSR

DHL Express Saudi Arabia

SA

Abha

B

FSR

DHL Express Saudi Arabia

SA

Jeddah

A

FSR

DHL International Belgrade d.o.o.

RS

Novi Sad

B

FSR

DHL International Romania SRL

RO

Otopeni

A

FSR

DHL International Romania SRL

RO

Ghiroda

A

FSR

DHL International Romania SRL

RO

Cluj-Napoca

A

FSR

Foxconn CZ s.r.o. (Buildings SO01,M7,M8,M12)

CZ

Pardubice

A

FSR

Foxconn CZ s.r.o. (GLS Building CB1)

CZ

Pardubice

A

FSR

Foxconn CZ s.r.o. (GLS Building CB2 & FGSD CTP)

CZ

Pardubice

A

FSR

Foxconn Technology CZ s.r.o.

CZ

Kutna Hora

A

FSR

Mandersloot Polska SP. z.o.o.

PL

Komorniki

A

FSR

Panalpina Magyarország Kft

HU

Vecsés

B

FSR

Schenker France SAS

FR

Gennevilliers

A

FSR

syncreon (UK) Ltd

GB

Lutterworth

A

FSR

TNT Express Belgium NV/SA

BE

Milmort

A

FSR

TNT Express Benelux B.V.

LU

Bettembourg

A

FSR

TNT Express Worldwide (Euro Hub) Liege NV/SA

BE

Grace-Hollogne

A

FSR

TNT Norge AS

NO

Lillestrøm

A

FSR

DHL Express

FR

Colombelles

C

FSR

DHL Express

FR

Arques

C

FSR

DHL Express Las Palmas- Cargored Canarias S.L.

ES

Telde

C

FSR

DPDgroup Ltd

GB

Peterborough

C

FSR

DPDgroup Ltd

GB

Feltham

C

FSR

DPDgroup Ltd

GB

Bridgwater

C

ARE YOU READY TO CERTIFY AND STAND OUT?
IF YOU ARE, WE’RE READY TO HELP YOU.
Email the TAPA EMEA Standards Team and
we’ll contact you to offer support and advice –

certification@tapaemea.org
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PRODUCTS UPDATE

WHAT’S NEW IN TECHNOLOGY?
Eye-on-Tech aims to provide short updates on new or
interesting security technology products relevant for TAPA
members. Please contact werner.cooreman@tapaemea.org if
•	You come across a product that you think
may help or interest fellow members
•	There is a specific product range
you would like more focus on

EYE

ON TECH

•	You wish to join the TAPA EMEA
Technology Working Group

LATEST NEWS
•	TDSi has published a report on the evolution
of transport security –
click here to find out more

Werner
Cooreman

•	Axis is opening its Camera Station VMS
(ACS) to third party cameras in its new
ACS5. Axis' strength in IP cameras and their
longstanding partnerships with numerous
open VMS providers makes this a helpful
and important move –
click here to find out more

•	Warehouse camera selection issues?
IPVM (independent IP CCTV knowledge
base) provides all the answers –
click here to find out more
•	The Reducing False Alarms in Perimeter
Intrusion Detection Systems (PIDS)
whitepaper is now available –
click here to find out more
•	On perimeter alarms, Hydra is a U.S. product
that is based on a network of sensors and
operates dual technology to protect your
perimeter –
click here to find out more
•	CEM Systems produces the TS300f, an
intelligent fingerprint access terminal with
VoIP intercom, remote applications & fully
integrated biometrics –
click here to find out more
Please note that none of the items covered
in this section are endorsed by TAPA.

EXPOTRANZIT CONFERENCE IN ROMANIA TO FOCUS ON
TRANSPORT SECURITY IN EUROPE AND THE PREVENTION
OF THEFTS FROM FACILITIES AND TRUCKS
TAPA EMEA’s
Chairman, Thorsten
Neumann,
is one of the
speakers
at a conference
in Cluj-Napoca in
Romania next month
looking at transport
security in Europe.
The event on 21 April has been
organised by the Romanian
transport and logistics magazine,
Tranzit, and hopes to attract
both logistics service providers

and representatives from the country’s
manufacturing sector, which includes
over 100 companies in the automotive
components, cigarette and electronics sectors.
The timing of the conference also reflects
the high number of Romanian transport
companies and drivers working with

manufacturing and freight forwarding partners
in Western Europe. The security session is part
of the ExpoTranzit transport and logistics fair
from 21-23 April. Cluj-Napoca was chosen as
the host city given its rapid industrial growth
and its fast-developing logistics infrastructure.
Other conferences taking place during the
three-day event will focus on automotive
logistics, pharmaceutical & food products
logistics, and international road transport.
Participation at the fair and conferences
is free of charge for transport and
logistics professionals. TAPA members
are also being offered discounted fees for
accommodation and to attend the Gala
Dinners. For further information please
contact marilena.matei@traficmedia.ro

19

CAN YOU HELP?

WE NEED VOLUNTEERS - CAN YOU HELP?
TAPA EMEA needs 6-10 members to offer test sites to evaluate the next version of its
Facility Security Requirements (FSR) and Trucking Security Requirements (TSR) as part of
its preparations for the launch of the revised TAPA Security Standards on 1 February 2017.
Test locations will need to be available in May and June 2016.
If you wish to participate in this process or wish to find out more, please contact info@tapaemea.org

TAPA AND INDUSTRY events...
APRIL

APRIL

MAY

05 06

Emergency Expo - Rotterdam (NL)
http://www.emergencyexpo.nl/

19 22

TransRussia - Moscow (RU)
http://www.transrussia.ru/eng

05 06

Logistik Sweden - Malmö
http://www.easyfairs.com/visit-the-future/

20 21

05 08

Intertraffic - Amsterdam (NL)
http://www.intertraffic.com/

Maintenance - Antwerp (BE)
http://www.easyfairs.com/nl/events_216/
maintenance-2016_78578/maintenance-2016_67543/

06 08

ASIS - London (GB)
https://www.asisonline.org/Education-Events/
Global-Conferences/2016-European-Security-Conference-and-Exhibition/Pages/default.
aspx

20 21

Silpostex - Sosnowiec (PL)
http://www.exposilesia.pl/

26 29

06 10

Expo Emergenze - Bastia Umbra (IT)
http://www.expoemergenze.it/

27 28

07 08

Intermodal Africa - Accra (GH)
http://www.transportevents.com/
ForthcomingEventsdetails.aspx?EventID=EVE126

19

The Mail & Express Delivery Show
London (GB)
http://www.cvent.com/events/mail-express-delivery-show-2016/event-summary
-a82470b3aa3144499e161277f2048c36.
aspx

19 20

Airport Security Summit - Barcelona (ES)
http://www.luxatiainternational.com/
Events/annual-airport-security-summit/

Securex - Poznan (PL)
http://www.securex.pl/en/

21 24

Logist Eurasia - Istanbul (TR)
http://www.logist.com.tr/

Med Ports - Tangier (MA)
http://www.transportevents.com/
ForthcomingEventsdetails.aspx?EventID=EVE127

24 26

Securex - Johannesburg (ZA)
http://www.securex.co.za/

27 29

Securexpo- Athens (GR)
http://www.expoline.gr/el/expoline-ektheseis/securexpo-2014

31 02

ROTRA - Kielce (PL)
http://www.targikielce.pl/en/8th-international-fair-of-road-transport-commercial-vehicles-rotra,7489.htm

31 03

CeMAT - Hannover (DE)
http://www.cemat.de/homepage_e

MAY
10 12

Logismed - Casablanca (MA)
http://www.logismed.ma/

16 18

SSS - Dammam (SA)
http://www.sss-arabia.com/

Transport and Logistics - Riga (LV)
http://www.bt1.lv/transport/?link=10000000

17 20

ISSE - Moscow (RU)
http://www.isse-russia.ru/en/

19 20

Security and Counter Terror - London (GB)
http://www.counterterrorexpo.com/

18 19

Logistrans Portugal - Estoril (PT)
http://www.logitrans.ife.pt/

19 22

For Logistics - Prague (CZ)
http://www.forlogistic.cz/

18 20

Transbaltica - Vilnius (LT)
http://www.litexpo.lt/en/events

12

BSIA - Birmingham (GB)
http://www.bsia.co.uk/events.aspx

13 14

TAPA Paris Conference - Paris (FR)
www.tapaemea.org

15 17

If you are aware of any events that might be of interest
to TAPA EMEA members, please email the details to

info@tapaemea.org

